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Onpenenenus

B HacTosImemMm JAOKYMEHTE HCIIOJIB3YIOTCH Clenyromue TEPMHHEI U UX OonpeneneHus.

ABTOMaTH3Hp0BaHHaH CHCcTEMa — CucTeMa, COCTOAIIasg wu3 nepCoHana wu KOMILIEKCca

CPCACTB aBTOMAaTH3AIMH ero ACATENBHOCTH, peatusyromas HH(QOpManmonHy0 TEXHOJIOTHIO BEI-
HOJHCHNS yCTaAHOBIEHHBIX (yHKIHI.

AyTeHTudukanus OTHPABHUTE/ISA JAHHBIX — HOATBEPKIEHHE TOrO, YTO OTIPABUTENb HOTy-
HCHHBIX IAHHBIX COOTBETCTBYET 3asBIIEHHOMY.,

Besonamocn HNEPCOHAIBLHBIX JaAHHBIX — COCTOsIHHE SalMUIIEHHOCTH II€PCOHAIILHEIX JaH-
HBIX, xapaKTepH3yeMoe CHOCO6HOCTLIO HOJ'IB3OBEIT€J'ICI71, TCXHUYECKHX CPEICTB u I/IH(I)OpMaIII/IOH-
HBIX TE€XHOJIOIHii O6CCH€‘{H’I‘B KOH(I)I/III@HHH&JII:HOCTB, LEJIOCTHOCTE U JOCTYIHOCTEL II€pCOHAIL-
HBIX TaHHBIX IIpHU ux O6p&60TKe B I/IH(I)OpMaIII/IOHHBIX cucremax NE€PCOHANIFHEIX JaHHEBIX,

CyOBeKTa mepconampHEX MaHHBIX (BKJIFOYag dotorpadun, ormevarky lTaneneB, o6pas ceTyatky
[J1a3a, 0cobeHHOCTH CTpoeHs TeJa ¥ Ipyryro noxo6uyro HH(OpManmio).

Biokuposanue HEPCOHANILHBIX JaHHBIX — BPEMEHHOE Npekpamienue 06paGoTku mepco-

CaMOBOCHpOI/BBCI[CHPIIO.

Bpenonocuas Hporpamma — nporpamma, TIPCAHA3HAYEHHAs ISl OCYILEeCTBICHMS HECaHKIH-
OHHPOBaHHOTO IOCTyma u () BoznelicTeus Ha [ICpCOHANIPHEIE NaHHBIE HiH pecypesr urpoOp-
MAlHOHHOH CHCTEMBI IepCOHabHELX JaHHEBIX.

BC]]OMOF aTeJIbHbIE TEXHHYEeCKue Cpeacrea m CHCTEMBI — TCXHHYECKHE CpeAcCTBa u cucre-
MEI, HE IpenHa3sHaYeHHEBIe AJIA nepemaym, O6p360TKI/I H XpaHeHug IE€PCOHAIBHBIX JaHHBIX, yCra-
HaBIIMBaeMeIe COBMECTHO ¢ TCXHUYECKHUMHU CpencTBaMu u CHCTEMammy, HpQHH&?Ha‘I@HHBIMI/I AJIs1

00paboTky nepconamsaEx AGHHBIX MM B IOMELIEHHSIX, B KOTOPBIX yCTAHORJIEHE HHQOpMAMOH e
CHCTEMEI IIEPCOHANbHBIX AHHEIX,

I[OCIyl'[ K mxd)opMamm — BO3MO>KHOCTB IIOJTy4YeHUS I/IH(l)OpMaLU/II/I nee HCIIOJIE30BaHuY.

3aknanounoe YCTPoiicTBO — snenment CPCACTBA CheMa ME(OpPMArH, CKPBITHO BHEZPSEMEI (3a-



3ammmaevas madopmanus — wEGOpMarms, SIBILOLIAACS IPEAMETOM COOCTBEHHOCTH W TIOIUIE-
SIS 3AlHTE B COOTBETCTBHHU ¢ TPEOOBAHUAMH IIPABOBBIX IOKYMEHTOB KA TPeGOBAHMSAMY, YCTAHAB-
EAEMBIMY COOCTBEHHIKOM HH(OPMAITHH.

Haenrapuxanus — nprcsoenre cyGbekTaM B 00beKTaM JocTyna HAeHTU(HKaTOpa ¥ (WIH) CpaB-
SSHES IPCIBSBILIEMOT0 HICHTH(YKATOPA C IIEPEIHEM IPHCBOCHHBIX UIECHTU(PHUKATOPOB.

HuadopmaTuBHbLi cHIHAT — SNMeKTpHYecKue CHTHAJIBL, aKyCTHYECKHE, SNEKTPOMATHUTHEIE U Jpy-
T¥S QEBHYECKHE TI0JIS, 110 TIapaMeTpaM KOTOPBIX MOXKET OBITh PACKPEITA KOHDHICHIHATBHAS HHpOpMAI
| FEPCOHATBHBIE IaHHbIC) 00pabaThBaeMast B HE(DOPMAIMOHHOM CHCTEMe MIEPCOHATIBHBIX JAHHBIX.

Hadopmannonnas cucrema nepconaabHeIx naHHbIx (UCIIIH) —coBokymHOCTE coxep-
=2mmixcs B 0asax JaHHBIX MEPCOHAIBHBIX JAHHBIX H obecreunBarOmMuX UX 06paboTKy uHbpOp-
MSLHOHHBIX TEXHOJIOTHH U TEXHHYECKHX CPEJCTB.

Hagopymamionnbie TexHOMOMI — TPOLECCH], MeTOLIEI TIOHCKa, cOOpa, XpaHeHWs, oOpaboTKH,

SPSSOCTARICHNS, PaCIPOCTPAHEHHsT MHQPOPMAIWME B CIOCOOE! OCYIIECTBICHHS TAKHUX IIPOIIECCOB H
MSTONOB.

HenoassoBanne nepcoHanbHbIX JAHHBIX — TeHCTRHS (omepanum) ¢ MEpCOHANLHEIME JaH-

L SRIME. COBCpIIAcMbIC OIIEpaTOpPOM B ILIEIISIX IIPUHATHS PEIICHUM HIIN COBEPIICHUS HWHBIX NIei-

= i HOPOXKIAOIINX IOPUINYECKHE IIOCJIEACTBHUSI B OTHOIIECHUH Cyﬁ’BCKTa IICPCOHAIBHBIX

SSSSSIX HWIH IpYTHX JHI MO0 WHEIM 00pa3’0M 3aTpardBaroIIHX IpaBa ¥ CBOOOAEI CyOBEKTa
SEPCOHATBHBIX JAHHBIX WIIH APYTHX JIHIL.

Herounnk yrposs! 6e3onacuocTa HH(pOpMamuu — CyGBEKT I0CTyIa, MaTepHAIBHBI O0BEKT WiH
SEISEEECKOR SRIICHNE, SBITTOLIHAECS IPHYHHON BOSHMKHOBEHHS YTPO3BI GE30IIaCHOCTH uHOopManuy.

Kosrpompyemast 30ma — npocTpasctso (TeppUTOpHSL, 37IaHNE, YACTH 3MAHNS, TIOMEIIEHHUE), B KOTO-

PN ECEUIFOYCHO HCKOHTPOJIPYEMOE Hpe6£IBaPIPIC IIOCTOPOHHUX JIAII, & TaKoKe TPAaHCIIOPTHBIX, TEXHUYE-
CEEX H HHEIX MaTCpHaIbHBIX CPEICTB.

Kosdurenmmamnocts nepconatbubIx AAHHBIX — 00S13aTENBHOE I COOIFONEHNS OIIEPAaTOPOM
F SEELM TONYHHBIINM JOCTYT K IIEPCOHATBHBIM JAHHBIM JITIOM TPeOOBAHME He JOIYCKATh HX pac-

EDocTpasenwe 0e3 coracus CyGLCKTa TICPCOHAIBHBIX TAHHBIX WM HAIMYMS HHOIO 3aKOHHOI'0 OCHOBA-
=55

MemceTeBoil KpaH— JIOKaTBHOE (OmHOKOMITOHEHTHOE) My (yHKIHOHATBHO-pacTIpeieNeHHOe
SPerpaaEoe (IIporpaMMHO-aIapaTHoe) CPEZICTBO (KOMILIEKC), Pean3yFoLee KOHTPOJTb 3a HH(pOpMa-
S mocTymaromel B HHOPMAIHOBHY0 CHCTEMY TICPCOHATIPHBIX TAHHBIX U (WJIH) BBIXOISIIEH U3 UH-

DODMETHORHOMN CHCTEMEL

Hapymmrens 6e3onacnoctn HEPCOHANBHBIX IAHHBIX — (DU3MYECKOE JIAIIO, CITyYaifHO WK IIpe/THA-
SIS0 COBEpIIAIONIEe ICHCTBHS, CIIEICTBAEM KOTOPBIX SIBISIETCS HapyIeHHe 0E30MaCHOCTH IIEPCOHAE-

SSSEEIX IIDH HX 00paboTKe TEXHUYECKUME CPELCTBAMH B HH(OPMAIMOHHEIX CHCTEMAX ITEpCOHATE-
X EEEELIX.

HeasToMaTHsupoBannas 06paGoTka HEPCOHANBHBIX NAHHBIX — 00paboTKa IepcoHaE-
* SSSHBIX, COICpXKamUXCs B HHGOPMALHOHHON CHCTEMe NEPCOHANBHBIX NAHHBIX JHOO H3-
SSEBIX M3 TaKOH CHCTEMBI, CUHTAETCS OCYIIECTBIEHHON Ge3 HCTIOJIb30BAHUS CPENCTB aBTO-

i (HEaBTOMATH3HPOBAHHOM), €CIIM TAKHe NEHCTBUS ¢ IIEPCOHAILHBIMY TaHHBIMH, KaK
#HHC, YIOUHEHHUE, PACIPOCTPAHEHHUE, YHHYTOXCHHAE TIEPCOHANBHEIX TAHHEIX B OTHO-

ESXTOro mu3 CYG’BGKTOB II€PCOHAIBHEIX JaHHBIX, OCYIIECTBISIFOTCS IIPpH HETIOCPEICTBEH-
JSACTHH YEJIOBEKAa.



HenexnapupoBannbie BO3MOKHOCTH — (YHKIFOHATBHEIE BO3MOYKHOCTH CPE/ICTB BBIMHCIATE b
HOH TEXHVIKH, HE ONMCAHHEIC WIH HE COOTBETCTBYIOLAE OMHCAHHBIM B JOKyMEHTALHY, TIPH KCIIOIB30Ba-
HHH KOTOPBIX BO3MOKHO HapyIICHHE KOH(QHICHIMATEHOCTH, JOCTYIHOCTH WM IENOCTHOCTH obpaba-
ThIBaeMOH HHpOpMaIuy.

HecanKumoHAPOBAHHBIIT K0CTYII (HECAHKIHOHHPOBAHHEIE ACHCTBHS) — JOCTYH K HHPOPMAITIH
I JCHCTBASA ¢ MHGOpMaLKel, HApyIIAIoLwe NPABIIIA PA3rPAHAYCHHS JIOCTyIIa C HCIOJB30BAHHEM
HITATHBIX CPEZICTB, IIPEAOCTABNIAEMBIX HH(DOPMAIMOHHBIME CHCTEMAMH TIEPCOHATBHEIX JAHHDIX.

Hocurens nadopmamm — dmsudeckoe mmo wm MarepuajbHbLi OOBEKT, B TOM YHUCIe (H3ude-
CKOE I107I€, B KOTOPOM MH(OPMAIMS HAXOIUT CBOE OTPOKEHHE B BUIE CHMBOJIOB, 00pa30B, CHTHAJIOB,
TEXHITICCKVX PEILICHHH H IPOLIECCOB, KOMMHYECTBEHHBIX XAPAKTEPHCTHK (DH3MUECKHX Be/IHUMH.

ObesinunBaHNe EPCOHANLHBIX TAHHBIX — JEHCTBUSL, B PE3YIbTaTe KOTOPHIX CTAHOBHUTCS
HEBO3MOJXKHO 0€3 HCIIOIB30BAHHS JOTIOIHUTEIBHON MH(OPMAIHH OIPEeeTUTh IPHHAUIEKHOCTD
HICPCOHATBHBIX IAHHBIX KOHKPETHOMY CYOBEKTY IIEPCOHAIBHBIX NAaHHbIX.

OGpatoTka nepcoHAILHBIX JAHHBIX — H060e TeHCTRHE (Omepanus) WM COBOKYIIHOCTD meii-
CTBHIT (Omepamyii), COBEPIIAEMBIX ¢ HCIIONB30BAHHEM CPCICTB aBTOMaTH3alMK WK Oe3 HUCIONB30Ba-
HIS TAKKX CPe/ICTB C NEPCOHATBHBIMA JaHHBIMH, BKIOYAs cOOp, 3aIvch, CHCTEMAaTH3ALMIO, HaKOILIE-
HHS, XpaHCHHE, YTOUHEHHE (OOHOBNEHNE, H3MEHEHHME), H3RICUCHHE, HUCIIONb30BaHuUE, nepenady (pac-

HPOCTPaHCHHE, NIPEOCTABNIEHHE, OCTYI), 06e3IIiBaHkeE, GIOKHPOBAHHE, YIaJeHue, YHHYTOKEHHUE
NEPCOHATBHBIX TaHHEBIX.

OGmenocrynurpie nmepconaanubie MaHHBIE — IICPCOHATILHBIC NaHHBIE, JOCTYI HEOrpPaHH-
HSCHHOTIO KpyTa JIUI K KOTOPEIM IPENOCTABIEH C COTIACHS CyObeKTa NI€PCOHANBHBIX JAHHBIX WA
Ha KOTODPBIC B COOTBETCTBUHM C (heepalbHBIMI 3aKOHAMH He pacnpocTpanseTcs TpeGoBaHue co-
OTH0/IeHHS KOH(DMIEHIIHATEHOCTH.

Onepartop (mepcoHaNBHBIX JAHHBIX) — TOCYJapCTBEHHBIH Opra, MYHUIMIATEHEI  OpraH,
FOPHIIMYECKOS WK (DU3MYECKOE JIUIIO, CAMOCTOSITENBHO MITH COBMECTHO C JAPYTUMH OpraHu3yIoIIee U
(HUH) ocymecTBITOIEe 06paGOTKY TICPCOHATBHBIX NAHHBIX, @ TAKXKE ONPEENMIOME NETH 06paboTKH
HCPCOHATBHBIX JAHHBIX, COCTAB NEPCOHANBHBIX JAHHBIX, MOUIEKALIX obpabotke, neficTeus (omepa-
IIHH), COBEPIIAEMBIE C IIEPCOHATBHBIMA JAHHBIMIL

Texnmaeckue cpencrsa ungopmMaLmoHHOIl CHCTEMBI HNEPCOHATBHBIX JAHHBIX — CPEJICTBA BEI-
SHCIHTENHHOM TeXHUKH, HH()OPMAMOHHO-BEMHCATENBHBIE KOMILIEKCEL I CEeTH, CPENICTBA M CHCTEMEI
Hepenasy, npuema u 06padotku [T/TH (cpencTsa 1 CHCTeMEI 3BYKO3AIHCH, 3BYKOYCHJICHHS, 3ByKOBOCIIPO-
FSBEJICHUA, TICPCTOBOPHBIE M TE/CBU3HOHHBIC YCTPOICTBA, CPECTBa U3TOTOBIICHUS], THPKAPOBAHIS JI0-
KYMEHTOB U JIpyrvie TEXHHYCCKHE CPEICTBA O0PaGOTKH PEueBoi, Tpau9ecKol, BUEO- B GYKBEHHO-
IHOPOBOH HE(OpPMALH), IPOrpaMMHbIE CPeZCTBa (OMEPALMOHHBIE CHCTEMBL, CHCTEMBI ylpaBieHus Ga-
SEMH IAHHBIX U T.I1.), CPEJICTBA 3AITUTE HHPOPMAIHH, [IPHMEHsIEMEIE B MH(OPMAIMOHHEIX CHCTEMAX.

Ilepexsar (undopmanun) — HCTIPABOMEPHOE NOJIy4YeHHEe MHOOPMAIMHE C WCIOJIB30BAHHEM

FTEXHHYECKOTO CPENICTBA, OCYINECTBIAIOMIEr0 0OHAPYKEHHE, IpueM U 06paboTKy HHPOpMATHB-
HEIX CHTHAJIOB.

Ilepconanbublie qanHBIE — MO0 MH(pOPMAIKS, OTHOCSIIASCS K IIPSIMO HITH KOCBEHHO oIpe-
ACICHHOMY HIIH ONPEEIAEMOMY DU3HIECKOMY JIHITy (CYOBEKTY mepcoHaNBHBIX JaHHBIX).

IoGouHbIe 3/1eKTPOMATHHTHBIE H3IyIeHUs] H HABONAKH — 3JICKTPOMATHUTHBIE H3IyYeHHS
TEXHIYECKHX CPECTB 00paboTKy 3armumaemoit HEpopManmy, BO3HUKAIOIIME KaK MOO0YHOE SB-
“ICHHC U BLI3BAHHBIC SJICKTPHYECKHMH CHIHANIAMH, TeHCTBYIOMMMH B HX QNIEKTPUYECKHX M Mar-
HHTHBIX IICIX, & TaKKe SJICKTPOMArHUTHEIE HABOIKH STHX CHTHAIOB Ha TOKOIIPOBOJSIIHE JIH-
HHH, KOHCTPYKIUH U IENX TUTAHHS.



WessTmsa «gHCTOrO CTOM2Y — KOMIIICKC OpraHH3alUOHHBIX MEPOTIPHSTHIA, KOHTPOJIHpY-
WSENTCTENS 3aNHCHIBAHAS Ha OYMa)KHBIE HOCHTENM Kio4el 1 atpubyToB noctyma (mapo-
SSescEms wx BOMM3H 00BEKTOB J0CTYmIA.

Semsesarens mEGOpMANHOHHO CHCTEMBI EPCOHANbLHBIX AHHBIX — JIHIIO, y4acTBYIO-
% O¥=ENEOHHPOBAHHHA HH()OPMAIMOHHOH CHCTEMBI TICPCOHANIBHBIX TAHHBIX HIIA HCIIOJIB3Y-
PESFEsTaTE e¢ QYHKUMOHMPOBAHHS. .

Tpesmaa pasrpannyenus A0CTYna — COBOKYNIHOCTD IIPaBHIL, PETIIaMEHTHPYIONUX paBa
- E¥OREXTOB J0CTyNa K 00BeKTaM JOCTYyTIa.

Bperpasevmas zakiagka — KOX IpOrpaMMEl, NpeJHAMEPEHHO BHECEHHBIA B Mporpammy ¢
- SENESSCTBHTE YTCUKY, H3MEHHTB, GJIOKHPOBAT, YHUYTOXUTh HHYOPMALIHIO HJIH YHHYTO-

* WOIEOEIHDOBATH MPOrPAMMHOE obecneveHne HHPOPMANHOHHO CHCTEMBI IIEPCOHAIIL-
X ¥ (M) 610KHpOBaThH alIapaTHeIe CPeICTBa.

m (IIpOI'paMMHO-MaTeMaTPI'-IeCKoe) BO3/€HCTBHE — HCCaHKIIMOHHPOBAaHHOE
~" S 52 PECYPCEl aBTOMAaTH3UPOBAHHOM HH(OPMAIHOHHO] CHCTEMBI, OCYIIECTBIIIEMOE C
*SUSEENCM BPEIOHOCHBIX IIpOorpamMm.

FacspeiTHe NepCOHANLHLIX JaHHBIX — YMBIIICHHOE WK CITy4alHOe HapyIleHHe KOHpH-
SSS0CTH NSPCOHANBHEIX JAHHBIX.

FacupecTpanenne nepcoHabHBIX AQHHBIX — NECHCTBHUs, HANpPaBICHHBIE Ha PackpbITHE
: * J3HHEIX HEOIPEENIEHHOMY KPYTY JIHI]

Feovpe mndopmannonnoii crcTembr — MMCHOBAHHBIH 3MIEMEHT CHCTEMHOTO, IPHKIATHOIO
SImEpETEOrO obecneueHus GyBKIHOHMpOBaHUS HH(DOPMAaIHOHHOM CHCTEMEL,

Coemma nnnie KaTeropuu NepCoHAIbHBIX JAHHBIX — IEPCOHATEHBIC JlaHHBIE, KacaroIue-
PESNSOE. EaNHOHATLHOM TIPHHATIICHKHOCTH, TOUTHYECKHX B3IJIAIO0B, PEMUTHO3HBIX HIIH bu-
=X yOSREICHWH, COCTOSHHS 3M0pOBbS M HWHTHMHON KH3HH CyOBEKTa MEPCOHANBHBIX

CPENCTES BEIMHCINTETE HOM TeXHIKH — COBOKYITHOCTB IIPOIPAMMHBIX U TEXHUYECKHX IEMEHTOR
TS 0SpaEbOTEH TAHHEIX, CIIOCOGHELX (YHKIHMOHHPOBATE CAMOCTOATENBHO MM B COCTaBE PYrHx

CyfisexT 30cTyna (cyObexr) — o wm TIPOLIECC, EHCTBHA KOTOPOro PCTIIaMEHTHPYIOTCS pa-
PESIDaHWYEHHS IOCTYIIA.

Temmwsecswii Kanan YTeIKH HHpOPMAIMH — COBOKYIIHOCTS HOCHTENS uHopMarmy (cpeacrea
= IECKOH CPEIIBI PacIipOCTPaHEHHS HH(OPMATHBHOrO CHrHATA U CPEIICTB, KOTOPLIMA
=% sanpmaeMas ”HQOpMAaIus.

Tpascrpannunas nepexaua TIEPCOHATBHBIX TAHHBIX — TIePe/aya MepCOHATbHBIX JTAHHBIX
-5=T0poM 4epes ['ocynapcreennyro rpanuny Poccuiickoit ®enepamyu OpraHy BJIaCTH HHO-
=H0T0 rocynapcTBa, GQU3HIECKOMY HiTH TOPHINYCCKOMY JIMIly HHOCTPaHHOTO roCyaapcTaa.

¥rposs! GesomacHocTH TIEPCOHATBHBIX AHHBIX — COBOKYIHOCT YCIIOBHE (axTopos, cozparo-
X OIACHOCTE HECaHKIMOHUPOBAHHOTO, B TOM UHC/Te CIly4aiHOr0, IOCTYNA K HePCOHATBHBIM JIAHHBIM,
SESYTIBTaTOM KOTOPOTO MOJKET CTATH YHIITOXXCHHUE, H3MCHEHME, GIIOKUPOBAHHE, KOIIMPOBAHKE, PacIIpo-
“TPAHCHHC [ICPCOHABHBIX TAHHBIX, A TAKKE HHEIX HECAHKITMOHNPOBAHHBIX EHCTBAM MpH KX ob6pabotke
= EEDOPMAIIVOHHO CHCTEMe IIEPCOHAIBHBIX AHHBIX.




YHuuTo:keHne NEPCOHAIBHBIX JAHHBIX — ZICﬁC'I‘BPISI, B pPE3YJIbTaTe KOTOPBIX HEBO3MOXKHO BOCCTA-
HOBHUTD COACPKaHKUE NIEPCOHAIBHBIX JIAHHBIX B HH(l)OpMﬁIIHOHHOfI CHCTEME NEPCOHATIbHBIX TAHHEIX WA B
PEIYIBTATE KOTOPBIX YHUYTOKAFOTCST MaTCpHaJIbHBIE HOCUTEIH NICPCOHAIBHEIX JIAHHEIX.

Yreuka (3amumaemoii) HHGOPMALMH 110 TEXHHIECKHM KAHAJIAM — HEKOHTPOJIMPYEMOE pacIipo-
CTpaHEeHHE HH(OPMALWK OT HOCHTEN 3aIIHIIacMOi HE(GOpMAIK depes (HU3HUECKYIO Cpefy IO TEXHHU-
YECKOTO CPEIICTBA, OCYIIECTBIISIOIIETO IEPEXBAT HHPOPMAIIHH. .

YS13BUMOCTD — CITab0CTh B CPE/ICTBAX 3AIIMTEL, KOTOPYEO MOYKHO HCTIONE30BAT UL HapyIIEeHUs CH-
CTEMBI WM COICPIKAIENCS B HEH HHPOPMAITHH.

IenocrrocTs HHGOpPMALIH — CIOCOGHOCTE CPEICTBA BEUHCIHUTEBHON TEXHIKH M ABTOMATH3H-

POBAHHOH CHCTEMBI 00ECTIEYMBAT HEM3MEHHOCTD HH(OPMAIAH B YCIIOBHSIX CIIy9aiHOTO /M Ipe/Ha-
MEPEHHOTO MCKaXKESHHS (paspyIleHHs).




o

OBO3HAYEHNS 1 COKPAIIEHHS]

ABC ~ @HTHBHUPYCHEIE CpeicTRa

APM ~ 4BTOMaTH3HPOBAaHHOE padodee MecTo

BTCC ~ BCIIOMOrarenbHele TexHmYeckpe CPCACTBa U CHCTEMB]
UCITI ~ HH(OPMalHORHAs crcTeMa II€PCOHANLHEIX NaHHBIX
K3 — KOHTpOImMpyeMas 30Ha

JIBC  —JIOKaIbHay BBIMUCIIMTENBHAS CeTp

M5 — MEKCeTeBol sKpan

HCQ — HeCaHKIIMOHUPOBAHHE ] JIOCTyII

oC — OIICPAITHOHHAY CHCTeMa

Il — II€PCOHAIIEHEIE TaHHEke

IIMB ~ IIPOrpaMMHO-MaTeMaTiyeckoe BO3/IEHCTBHE

110 ~ IIpOrpaMMHOE 06ecrieyenye

IIBMYH —1000YHBIE HICKTPOMATHUTHEIE H3ITyYeHH s 1 HaBOIKH

CA3 — cHCTema aHaau3a 3amﬁmeHH00TH

C3u — CPEIICTBA 3aImuTE HHOOpMary

C3HI[H ~ CuCTeMa (moacucrema) 3aLIUTH] EPCOHATEHEX JaHHBIX
COB — CHCTeMa OOHapyxeHus BTOPXKEHMIH

TKYH ~ TEXHIYECKHE KAHAITBI yTeyKy HH(pOpMaIin

VBII]la — YTPO3EI 6e30macHocTH II®PCOHATLHBIX MaHHEX




BBEJEHUE

Hacroamas IlonmuTuka wuHboOpMmammonHO# Ge3zomacHoctu (nmanee IMomurmka) MBJOY
[Tunenuackuii nerckuii cag Nel «Tepemox» (mamee — Yupexnenue) sBisercs oQHIAATLHBIM
JIOKYMEHTOM.

[TonuTuka paspaboTaHa B COOTBETCTBUH ¢ TpeboBanusimu PenepansHOro 3aKoHa oT 27 HIOJI
2006 r. Ne 152-@3 «O nepcoHaNBHBIX JaHHBIX» M MOCTaHOBJIEHUs [IpaBuTenscTBa Poccuiickoit
Oenepauun o1 1HOA6ps 2012 1. Ne 1119 «O6 yTBepKIeHNH TPeGOBaHHH K 3aIIUTE MEPCOHATD-
HBIX MaHHBIX IPH HX 00paboTKe B MH(POPMAIMOHHBIX CHCTEMaX IEPCOHANBHBIX NAHHBIXY, Ha
OCHOBaHUHU:

- «PexomeHzaumi no oGecnevenuio 6e30MacHOCTH MEPCOHANBHBIX NAHHBIX MPH MX 06paboTKe B
MH(OPMALMOHHBIX CHCTEMaX MEPCOHANBHBIX JAHHBIX», YTBEPXKIEHHBIX 3aMECTHTENEM TUPEKTO-
pa @CTOK Poccum ot 15.02.2008 r.,

- «TunoBBIX TpeGOBaHMIi MO OpraHU3alMK U 06eCTIeYeH IO (YHKLIMOHMPOBAHKS IH(POBATBHBIX
(kpunTorpapuyeckyx) CpeACTB, NPeTHA3HAYCHHBIX VIS 3ALUMTHI HHPOPMAIMK, He ColepKaLLeil
CBEZICHHI, COCTABJIAIOLIMX IOCYIapCTBEHHYIO TaliHy B CJIy4ae M3 MCIIONB30BAHHS I obecneye-
HUsl G€30MacHOCTH MEPCOHANBHEIX JAHHBIX NPH UX 06paboTke B MH(GOPMALMOHHBIX CHCTEMAX
TICPCOHANIBHBIX JaHHBIX», YTBEPXKACHHBIX pykoBoacTBoM 8 Llentpa ®CB Poccuu 21.02.2008 r.
Ne 149/6/6-662.

B Tlomutuxe onpeneneHsl TpeGoBauust k mepconany MCIIJIH, cTemeHb OTBETCTBEHHOCTH
IIEPCOHANIA, CTPYKTYpa ¥ HEOOXOAMMEIH yPOBEHb 3aINUINEHHOCTH, CTATYC U JOJDKHOCTHBIE 005-
3aHHOCTH COTPYIHHKOB, OTBETCTBEHHBIX 33 00€CIEUeHHE O€30IIaCHOCTH EPCOHANBHBIX JAHHBIX
B VICII/1H Yupexnenus.



1 O0mue mo0KeHus

Hensto nactosmeit ITonutrku sBseTcs obecneuenne 6e30MaCHOCTH 06HEKTOR 3aIUTE

YUpexneHns OT BCeX BHIOB yrpo3, BHELIHHX U BHYTPEHHUX, YMBIIIIEHHEIX U HENpeIHAMe-
PEHHBIX, MHHAMHA3AUMSA ymepba OT BO3MOXHON pealusaldd yrpo3 6Ge3omacHOCTH IT1x

(VBIIIg).

Besomacnocts IICPCOHATIBHBIX NAHHBIX JOCTUIAETCs IIyTEM HCKIIOYECHUSA HCCAaHKITHOHUPO-
B3HHOTIO, B TOM YHCIIE CJIy‘—I&ﬁHOl"O, AO0CTyIla K NEPCOHAIBHEIM JaHHBIM, PE3YJIBTaTOM KOTOPOTO
MOXET CTaTh YHUYTOXXCHHE, HU3MCHECHHUE, 6J'IOKI/IpOBaHI/IC, KOIIHpOBaHue, pacIIpoCTpaHCHHE IIEp-
COHAJIbHBIX JAHHEBIX, a4 TaK)XXE WHBIX HECAaHKIIHOHMPOBAHHEIX JNEHCTBHIA.

Hugopmanus u cBa3aHHBIE ¢ Helt PecypChl HOMDKHBI OBITH AOCTYTIHBI JUI1 aBTOPH30BAHHBIX
0I1B30BaTeNet. JIOIDKHO OCYIIECTBIATECS CBOEBPEMEHHOE OOHapy»KeHHe M pearupoBaHHE Ha

VBII/In.

VILOJ'DKHO OCYIECTBIIATLECA IIpeaoTBpaIcHuE IIPEAHaMEPCHHBIX HIJIH CJIy‘-I&fIHI:]X, YaCTHYHBIX
HITH TIOJIHBIX HCCAaHKIIMOHMPOBAHHBIX MO,ZII/I(I)I/IKaHI/Iﬁ HIIA YHUYTOXCHHUS IIEPCOHATIBHBIX TAaHHBIX.

CoctaB 06BEKTOB 3aIUTEI IPEACTABIEH B ITepeune nepcoHaTbHBIX JaHHEBIX, YKA3aHHOMY B
Ionoxennn 06 06paGoTKe HEPCOHATBHEIX JAHHEIX.

Cocras UCII/IH, nomexamux 3amure, IPENCTaBNICH B AKTe 00CIEIOBaHMs TEKYIIETO CO-
CTOSHHA TEXHUYECCKOM 3alIUTEI IEPCOHAIBHBIX NaHHEIX.




2 O6nacte nercTrBus

Tpebopanus HacTosmel [ToMUTHKE pacIpOCTPAHSIOTCS Ha BCEX COTPYAHHMKOB Y UPEKICHHUS

(IITaTHBIX, BPEMEHHBIX, Pa0OTAIOMHUX [0 KOHTPAKTy W T.II.), @ TaKXKe BCeX MPOYMX JHUI (IO-
PSLTIHKY, ayJUTOPHI ¥ T.11.).




3 Cucrema samuter MEePCOHATBbHBIX JAHHBIX
CucreMa 3anuThI IEPCOHATBHBIX JAHHBIX (C3I1/1n), cTpoUTCS HAa OCHOBAHUY:
- AKTa 06CJIeﬂOBaHI/Iﬂ TEKYLIETO COCTOSIHUS TEXHHUYECKOH 3alUTBI IMEPCOHAJIBHBIX JaHHBIX,
= HepeqHﬂ NEPCOHANIBHBIX JAHHBIX, MOMJICKALIIAX 3aIuTe,
- AKTOB Knaccmbnxauun I/IHQ)OpMaLII/IOHHBIX CHUCTEM NEPCOHAJIBHBIX JaHHBbIX;
- HacCTHBIX MOZieNeli aKTyalIbHBIX YTPO3 B BEPOSITHOTO Hapywmmrens UCI1/Tx;
- [Tonoxxenus o pasrpaHu4yeHuu TpaB OOCTyIa K NCPCOHAJIBHBIM JaHHBIM;

- PykoBopsmux noxymenros @CTIK u OCB Poccun.

Hns  obecmewenms sammter WCII[E Heo6X0mHMMO COOMIONEHHE OpraHU3AIUOHHO-
TCXHHUYECKHX Mep. AIMHHUCTpaImeil obecneunBaeTcs 6e30MacHOCTD [IEPCOHANBHBIX AHHEIX B
COOTBETCTBUH C HEOOXOIMMBIM YPOBHEM 3alUMINEHHOCTH, KOTOPAs OMMCAHA B TeXHIUECKOM 3a-
AGHUH Ha co3fanue cucrembl 3amuthl 1yt VICIIIH. B Yupexaennu ompenenens: aKTyaJabHBIC

¥rpo3el OesonacHoctu [T/[H, KOTOpPBIE omucans! B YacTHOM Momey aKTYaJbHBIX yIPO3 U BEpO-
ATHOrO HapymuTens UCIT)x.

Iox axTyansHbIME yrpo3amu Ge30MaCHOCTH MEpCOHATBHBIX NAHHEIX [TOHEMACTCS COBOKYTI-
HOCTb yCJOBHH U ()aKTOPOB, CO3NAIOIIMX AKTYaNbHYIO ONACHOCTD HECaHKIMOHUPOBAHHOTIO, B
TOM HHCIIE CITyJaHHOTO, HOCTYNA K NMEPCOHANBHBIM JaHHBIM IIPH HX o6paboTke B uH(pOpMALH-
OHHOH CHCTEME, Pe3yIbTaTOM KOTOPOIO MOTYT CTaTh YHHUTOKEHHE, U3MEHEHHUE, OIIOKHPOBaHNE,

KOTMHMPOBAHKE, [PENOCTABIEHHE, PACIPOCTPAHEHHE IIEPCOHANBHEIX TAHHBIX, a TAKKe WHEIC He-
IPaBOMEPHBIE NCHCTBHS.

YTpo3bl 1-T0 THITA aKTyanbHBI i HHOOPMAMOHHON CHCTEMEL, eCiH JUI HEe B TOM GHCIIe
SKTyanbHBI YIPO3BI, CBA3AHHEIC C HAIWYMEM HENOKYMEHTHPOBAHHBIX (HENEKIAPUPOBAHHEBIX)

BO3MOXHOCTEH B CHCTEMHOM IIporpaMMHOM O6CCHC‘{€HI/IH, HCIIOJIB3YEMOM B I/IH(l)OpMaI_’[I/IOHHOI)'I
CHCTEMEC.

YTpo3bl 2-ro THIA aKTyaIbHBI Ui HH)OPMAIHOHHOH CHCTEMBI, €CJIH Ui Hee B TOM UHCIIE
4 SETyalbHBI YTPO3BI, CBA3AHHBIC C HAIMYMEM HEJOKYMEHTHPOBAHHBIX (HEIEKIApHPOBAHHEIX)

S03MOXKHOCTE! B NMPUKIIAMHOM IPOTPAMMHOM O0ECIICUCHNH, HUCIIONB3yEMOM B WHMOpPMAMOH-
HOH CHCTEME.

YTpo3sl 3-ro THIA aKTyaldbHBI Ui WHPOPMANMOHHON CHCTEMBI, €CIH IS Hee aKTyaJIbHBI
JTPO3BL, HE CBS3aHHBIC C HAIMYHEM HEIOKYMEHTHPOBAHHBIX (HEAEKJIAPHPOBAHHBIX) BO3MOXKHO-
STSH B CHCTEMHOM M MPUKJIAIHOM IPOrPaMMHOM OOECIICUSHHH, HCIIOIb3yeMOM B HMH(OpMAIH-
QEHOH CHCTEME.

Ha OCHOBaHMM 3THX JOKYMEHTOB OIIpEIeSIeTCs HEOOXOMMMBIH YPOBEHb 3aINUIICHHOCTH
~ 2= saxgoit VICII[IH Vupexnenus. Ha ocHOBaHWMH aHANM3a aKTyadbHBIX yIPO3 GE30macHOCTH
"=, omucaHHOro B YaCTHON MOZENH aKTyalbHBIX YIPO3 B BEPOSTHOTO HAPYIIHTEIS NCIH u
" W=sTa 0 pesylbTaTax NPOBENEHHUs BHYTpEHHEH IIpoBepKe, JeNaeTcs 3aKII0UeHIe 0 HeoOX 0 IH-
WICTH HCIOJIB30BAHMS TEXHHYECKHMX CPEJCTB H OPraHU3aI[MOHHBIX MEPONpPUATHH 1 obecIe-
=ms GesomacHocTH [1/1H. BeiOpanHble HEOOXOIUMEBIE MEPONIPHATHS OTpaXkatoTcs B [mane Me-
110 3aIIUTE IEPCOHATBHBIX JaHHBIX.

—a= xaxnoi VICTIIa 1omkeH GBITh COCTABIIEH CIIMCOK UCIIONB3YEMBIX TEXHHUECKHX CPEICTB

. @ TaK JX¢ IPOrpaMMHOI0 OOeCHedYeHHs, yJacTByIoIIero B oopaborke ITJ[H, Ha Bcex
UCTITu:




- APM nonb3osareneii;
- CepBepa npunosxeHui;
-CYB[;

- I'panuna JIBC;

- Kananos nepenauu B cetnr 06mero noms3osanus u (mnn) MesxmyHaponHoro o6MeHa, eciy 1o
HUM niepenarorcs I[1/]H.

B 3aBucuMoctd 0T ypoBHS 3ammmenHocTH UCTIIH u akryampHBIX yrpos, C3II/Ta moxer
BKJIFOYATh CIENYIOLINE TEXHHIECKUE CPEICTBA:

- AHTUBUPYCHEBIE cpencrBa s pa6oqnx CTaHIUH MOJIb30BaTeNeH H CEPBEPOB;
- Cp€ACTBA MEXKCETEBOTO SKpaHUPOBAHUA,

- CPEACTBA KpUNTOrpadHIECKOH 3amuThl MHpOpMALHH, TIpY Tiepeziaye 3alumaemMon uH- - dhop-
MallH 10 KaHaJlaM CBS3H.

Tax ke B CIIHCOK OTDKHE! GBITH BKITIOUEHE] (yBKIHH 3ammTEI, 0GecneunBacMbie IITaTHBIMH
cpencteamu o6pabotku I1/[H ONepaniOHHBIME CHCTEMAMM (OC), npuxnamaem I10 u cremu-
JIbHBIMH KOMILTEKCAMH, PEATU3YIOIIIMHA CPEJICTBA 3aIIUThL. CIHCOK (GyHKIHMiA 3amuTEL MOXeET
BKJIIOYATE:

YUPaBJICHUS U pasrpaHH4CHHE NOCTYIA M0b30BATENIEHH;
PETHUCTPALMIO U y4eT NeHCTBUH ¢ HH(OpMaLHei;

- obecneurBaTh LEeT0CTHOCTE JIaHHBIX;

- IPOU3BOHTE OOHAPYKEHHIH BTOPIKEHMIA.

CHHCOK HCHONB3yeMBIX TEXHIIECKIX CPEACTB oTpaxaercs B [Lnane MeponpusaTHit mo 3amm-
T€ EPCOHANBHBIX JaHHBIX. CIHCOK HMCIOMB3yeMbIX CPCACTB NIOJDKEH MOANEPKUBATECS B aKTy-
AIEHOM COCTOSHMU. [IpH M3MeHEHHH cocTaBa TEXHUYECKHX CPEACTB 3alUTHI HIIA 3JIEMEHTOB
NCIIn, COOTBETCTBYIOINUE U3MEHEHHUS IOJIXKHEI OBITH BHECEHEI B Chucok u YTBEPXKIEHEI 3aBe-
AYIOWEM YYIPEKICHHSI WM JIHIIOM, OTBETCTBEHHbIM 34 obecnieuenne 3amuTs I1/]a.




4 TpeboBanus k mogcucremam C3I1Tu

C3I1/1x BrmoUaer B cebs CIEYIOIINE TOICUCTEMEI:
- YIpaBJIeHHs OCTYIOM, PErHCTPALHH U Y4eTa;
- obecrneyeHus UeNOCTHOCTH U JOCTYITHOCTH;
- aHTUBHUPYCHOM 3aIIMTHI;
- MEXKCETEBOrO 3KPAaHUPOBAHHUS;
- aHa/IM3a 3AIMIIEHHOCTH;
- o6Hapyx<eHﬁa BTOP>KEHHUIA;

- KPUNTOrpahUYEeCKOM 3al|ThI.

- Honcucremsr C3IIJIH umeror PasiuYHBI (DYHKIHOHAT B 3aBHCHMOCTH OT Kiacca NCIIx,
SHPSICICHHOTO B AKTE KJIACCH)UKAUMA HHPOPMAMHOHHBIX CHCTEM NIEPCOHAIBHBIX JAHHBIX.
CHECOK COOTBETCTBHS (yHKITHix noncucrem C3IIJ[H kmaccy 3amuimeHHOCTH IIPEACTABIEH B
Upunoxennu Ne 1,

4.1 Moncncrembr YIPABJICHHS AOCTYNOM, PeTHCTPALMHA H y4eTa

Honcucrema ynpasienus AOCTYIIOM, PETUCTPALNH U y9eTa peAHa3HaYeHa s peanu3aiun
CASAYIOMMX (QYHKIHIA:

- HICHTH(UKALMK U IPOBEPKA TTOUTUHHOCTH CYOBEKTOB OCTYNa MPH BXOJE B HCTIx;

= H)I[CHTI/I(I)HK&III/IH TEPMHHAJIOB, Y3/JI0B CE€TH, KaHaJIOB CBSI3H, BHELIHUX YCTpOﬁCTB o Jiorunye-
CKHM UMEHaM;

- ufeHTUOUKAUH NpOrpaMm, TOMOB, KaTajnoros, (aios, 3aMuCel, Mosel 3anuceii mo HMEHaM;

- PETHCTpaliK BXOAa (BBIXOAA) CYOBEKTOB HOCTYNA B CHCTeMy (U3 CHCTEMBI), THGO perucrpaius
3arpyskH ¥ HHULMANH3a U1K ONIEPALHOHHON CHCTEMBI M €6 OCTAHOBA.

- PETHCTpAlliK MOMNBITOK JOCTYNa MPOrPaAMMHBIX CPEACTB (mporpamm, npoueccos, 3agau, 3aza-
HHif) K 3aIMIaemMsIM daiinam;

- PETUCTpaliiy TOMBITOK AOCTYMA IPOrPaMMHBIX CPCACTB K TCpMMHANIaM, KaHaJIaM CBS3H, - Ipo-
TPaMMaM, TOMaM, KaTajioram, (aiinam, 3anHrCsIM, MOJISIM 3aITUCE.

Honcucrema ympasnenus AOCTYIIOM MOXET OBITh pPeaNH30BaHa C MOMOIMBIO [ITATHELX
“PeacTs obpabotku I1/JH (omeparuoHHbX cucTem, npuitoxenuid 1 CYBJT). Tak sxe MoxkeT GbITE
HO CIICIHABHOE TEXHAIECKOE CPENICTBO MITH HX KOMILIEKC, OCYINECTBJIAIOIHE JOMOTHH-
€ MEPEI 110 ayTeHTH(GHUKAIINH B KOHTPOJIIO. Hanpumep, npumenenune enunpix XPaHUJTHIL]
3alMCeH MONb30BaTe el ¥ PErHCTPALHOHHOM MH(pOPMAIHH, UCTIONE30BaHHE BHOMET-
KHX M TEXHUYECKHX (C MOMOIIBIO 3IEKTPOHHBIX TIPOITyCKOB) MEp ayTeHTH(HKAIHY H Apy-

4.2 HOl]CllCTEMa obecnevenus LIEJIOCTHOCTH H AOCTYIIHOCTH

Hoacucrema obecnieye s NENTOCTHOCTH I AOCTYIIHOCTH IpeAHa3HaYeHa IS 00eCIeUeHS
OCTH u noctynHoctH I1JH, nporpaMMHBIX 1 anmapatHeIX cpencts MUCII/Ia Yupexme-
= TaK XK€ CPEIICTB 3aIUMTEL, IIPH CITyJalHON MK HaMEpEeHHOH MoTubHKanuH.




Honcucrema peanusyercs ¢ momompio OpTraHH3alNN PE3EPBHOTO KOMUPOBAHHUS 0O6pabaThiBa-
CMBIX IaHHBIX, & TaK XK€ PE3EPBUPOBAHAEM KIIFOUEBHIX SIEMEHTOR HCI1Tx.

4.3 HOI(CHCTCMQ aHTHBprCHOﬁ 3alIHThbI

Honcucrema anTuBHpyCHON 3ammuTED Ip€IHA3HAYCHA V11 OOCCIEYeHHsT aHTUBHPYCHOM 3a-
ITUTEI C€pBEpOB 1 APM mnonp3oBareneii WCIITH Vupexnenus.

Cpencrpa aHTHBUPYCHOIA 3amMHTEI IPEHASHAYCHBI 11 PeIM3alMH CIIe Iy OIIHX GyHKIMII:
- Pe3NACHTHBIN aHTHBUPYCHBIH MOHHTOPHUHT,
- aHTHBUPYCHOE CKaHUPOBAHHUE;
- CKpUNT-0JI0KMPOBaHME;

- LCHTPAM30BaHHYIO/YANIeHHYIO  YCTaHOBKY/IEMHCTAISLIMIO AHTUBHUPYCHOTO TPOAYKTa,
HAaCTPOMKY, aIMMHICTPUPOBAHKE, TPOCMOTP OT4ETOB M CTATHCTHYECKON MH(OPMALIMM TTO pabote
NPOMYKTa,;

= aBTOMaTl/I3I/IPOBaHHOC O6HOBJ"ICHI/IC AHTUBUPYCHBIX 683;

- OTPaHHYCHHE MPAB MOJIb30BATENA HA OCTAHOBKY HCIIONHAEMBIX 3a[1a4 ¥ U3MEHEHHS - HaCTPOeK
aHTUBHPYCHOTO MPOrpaMMHOr0 06€eCMeYeHHs;

- ABTOMAaTHYECKUHA 3alTyCK Cpa3sy 1ocie 3arpyskKu OIEPALMOHHOM CHCTEMEL.

Honcucrema peanuzyercs IIyTEM BHEZIPCHHS CIICLHUAIBHOTO aHTHBHPYCHOTO IIPOrpaMMHOI0
obecniedeH s Ha BCe 3JIeMEeHThI NCIIqa.

4.4 HOI[CHCTeMa MEKCETEBOro SKpPaHHPOBAHHSA

IToxcucrema mesxceresoro SKPaHHUPOBAHWA NPEJHA3HAYEHA I PealH3aIliy CIIEIYIOLIHNX
byHKIMI:

- QUIBTpaLHK OTKPHITOrO U 3aM(PPOBAHHOTO (3aKPBITOro) IP-tpaduka no crexyrommm napa-
MeTpawm;

i - (uKkcamu BO BHyTpeHHHX XKYpHanax HHOPMALKH O MPOXOAALIEM OTKPBITOM M 3aKpeITOM [P-
Tpaduke;

- WICHTUQUKALMK 1 ayTEHTH(HKALMIO aIMHHHCTPATOPA MEXKCETEBOTO IKPaHa MPH ero - JTOKa/Ib-
HBIX 3aMpOCax Ha JOCTYII;

- PETUCTpalliK BXOAa (BBIXO/A) aAMHUHHMCTPATOPA MEXKCETEBOro 9KpaHa B CHCTEMy (M3 CHCTEMEI)
760 3arpy3KH W HHULMATH3ALMHE CHCTEMbI | 66 NPOrpaMMHOT0 OCTaHOBa,;

- KOHTPOJISt LIEJIOCTHOCTH CBOEH NPOrpaMMHOM 1 MH(OPMALIHOHHOM YacTy;

- GunbTpauuu nakeros CIy’KEOHBIX MPOTOKONOB, CITy’KALIMX JUTIS AWarHOCTHUKH M YNpaBJICHUS
paboToii ceTeBbIX YCTPOMHCTB;

- QUABTPALKY C Y4ETOM BXOIHOTO M BBIXOZIHOrO ceTeBoro uHTepdeiica kak cpencTso NIPOBEPKH
TMIOUTHHHOCTH CETEBBIX a/PECOB;

- perucTpanuu u Yd€Ta 3anpalMBaemMbIx CEPBHCOB NpUKIIagHOroO YPOBHH;

= 6J'IOKI/IpOBaHPISI AoCTyna HCI/II[CHTH(bI/IuI/IpOBaHHOI‘O 00BEKTa WK cy61,eKTa, IOUTMHHOCTBH KOTO-
poro npu ayTﬁHTI/I(I)HKaHHI/I HE NOATBEpAUIIACE, METOaaMHu, YCTOI‘/’I‘II/IBLIMI/I K IICpexBary;,

- KOHTPOJISL 32 CETEBON aKTUBHOCTHIO MPHIIOKEHMI 1 OOHAapy KeHHUs CETEBbIX aTak.




-

Honcucrema peammsyercs BHCIPCHUEM IIPOrPaMMHO-aNINaPATHRIX KOMILIEKCOB MEXCETEBOTO
SSpaHHpoBaHMs Ha rpanuile JICB, kinaccom He Huke 4.

4.5 Moacucrema anannsa 3AIHIIEHHOCTH

Honcucrema aHamusa 3amUIMEHHOCTH, MOMKHA OGECTIEIHBATE BBISBJIEHHUS YSI3BEMOCTEHH,
SSS3aHHEIX ¢ ommOKamM B KoHburypamuu [10 UCTITH, KOTOpBIE MOTYT GBHITH HCIIONB30BAHE
SSPYIIHTEIIEM JUIS Peali3aluy aTaky Ha CHCTEMY.

(D}’HKIII/IOHEUI IIOACHUCTEMBI MOXET OBITH p€aiu3oBaH IIPOTpaMMHBIMH U IIporpaMMHO-
SOTapaTHBIMH Cpe€acTBamu.

4.6 Toacucrema O0HApYy:KeHHS BTOPKEeHHI

IToncucrema 06Hap}’)KeHI/IH BTOPXKEHUH, NOJHKHA oOecneunBaTh BBISIBJICHHE CETEBBIX aTak Ha

saementrl MICII/H, HOAKIFOYeHHBIe K ceTsM o6Imero TOJb30BAHUS U (WIIHM) MEXIyHapOIHOTO
oOMeHa.

(D}’HKHI/IOHEUI IIOACUCTEMBI MOXKET OBITh pe€amn3oBan IIPOrpaMMHBIMHA U IIpOorpaMMHO-
SInapaTHbIMU CpEacCTBaMu.

4.7 oncuerema xpunrorpaduyeckoii samursr

Hozxcucrema kpunrorpaduueckoit SallMTel IpeAHA3HaYeHa Ui uckmodenus HCJ k 3amm-
maemoi uadopmanuu B UCIT/(x YupexneHus, Npy ee Mepefauy Mo KAHAIAM CBS3H ceTeit 06-
HIST0 MOJB30BaHUS U (MJIM) MEXKIYHapOIHOTO 0OMEHA.

Honcucrema peanmsyercs BHC/IPCHHEM  KPUNTOrPaQUYeCKHX MpOrpaMMHO-aIapaTHbIX
KOMILIEKCOB.




5 Hoas3zoBarenn HUCIIIu

B UCTITa Yupesknenus MOJKHO BBIICITUTE CIENYIONIHE TPYIIEI IIOJIB30BaTENEH, YYacTByIO-
IAX B 00paboTke u XpaHeHnH I TH:

- AIMuHHKCTpaTopa HCI1 g,

- AIIMHHHCTpaTopa 6e3omacHocTH HCTI0g;

- Oneparopa APM;

- AlMunrcTpaTopa cerw;

- Texnuueckoro creuuanucra mo obcnyxuBanuIO nepudepuiinoro o6opynosanus;

- HporpaMMHCT-pa3pa60TqHK HUCIIIH.

- obnagaer monuHoi MH(bOpMaLmeii 0 chcTeMHOM 1 TIPUKTaHOM MPOrpaMMHOM O6ecTieyenuy

HCII Ty;
- o6nagaer nosHo MH(OpPMaLHel 0 TexHHYeCK X CPeICTBax M KOH(Urypauuu HCI1x;
HMECT OCTYIT KO BCEM TEXHUYECKHUM cpeacream o0paboTku HH(OPMALMH M NaHHBIM UCIIx;

- obnamaer npaeamm KOHQUrypupoBanus u aIMUHHCTPATHBHOH HACTPOWKH TeXHHYeCKux
cpeacrs UCIT/In.

A,Z[MI/IHI/ICTpaTop OezomacHOCTH UCITOu o6nanaer CICMYIONINM YpOBHEM AOCTyIIa ¥ 3HAHUIA:
- obnagaer npasamu AnmuncTparopa HCTITy;

- obnanaeT nonHoi uHdopMaLueii 06 HCTIqn;

- MIMECT NI0CTYM K CPEACTBAM 3allUThI UHOpMaLuH u TIPOTOKONMPOBAHHUS M K YaCTH KJIIOYEBEIX
dnemenToB MCIT{n;

KOHTPOJIBHBIX (I/I HCHCKHHOHHBIX) .

AIMHHHCTPATOp Ge30macHoCTH UCTIOs ynomroMoues:




CHCTeM OOHapy»enus atak, B COOTBETCTBHHU C KOTOPBIMH To7e30BaTens (Onepatop APM) nosy-
9acT BO3MOXKHOCTB paGoTaTs ¢ SleMentamu UCTI/Ig;

- OCYIIECTBIIATH ayauT Cpenacrs 3allHUTEI;

Oneparop UCIIn o6namaer CIICAYIOIHM ypOBHEM MOCTYIIa U 3HAHUIL:

- obnanaer Bcemu HEOOX0qUMBIMY aTpubytamu (Hanpumep, Nlaponem), obecneunparommmy Jo-
CTyI K HeKOTopomy NoamMHoxecTBy [1]]H;

- pacnonaraer KOH(I)I/I}ISHHH&J’ILHLIMH JaHHBIMHU, K KOTOpPBIM uMeeT JOCTyTI.

5.4 A,uMﬂHHCTpaTop ceTH

AIMHHHCTpaTop CETH, COTPYIHUK Yupexnenus, OTBETCTBEHHEII 33 dyHKIHOHHpPOBAKTE Te-
SCKOMMYHHKAIHOHHOM noxcucremsr MCI /. AlIMHHHCTpaTOp CETH HE UMEET MOTHOMOYmMI] biniv:
JEDABJICHHUS TIOJICHCTEMaMK 00paboTKU NaHHBIX u Oe3omacHocTH,

- o6nanaer yacreio UH(pOpMaLum o TEXHHUYECKUX CpPENCTRAX U KOH(QHTypanuu HCI]Ix;

3HAET, 1o MEHbLIEH M€pe, oaHO JICTaJIbHOE UM AocTtyna.




5.6 IIporpaMMﬂcT-paspaﬁqunR HUCIIIn

HporpaMMHCTLI-pazpa60TqHKn (mocraBumky) [IPHKJTaZIHOrO MpOrpaMMHOro obecnieuenus, oGecre-
“MBAIOIIME €ro COMPOBOKIECHHE Ha salumaemMom obbvekre. K nannoif T'PYNINE MOTyT OTHOCHTBCS Kak
COTPYNHHUKH YupeskneHus, Tak 1 COTPYAHUKH CTOPOHHHX OpPraHU3aIHii.

DusnuecKoe UL 3Tol KaTeropuu: i

- obnanaer unbopmanmeii o6 anropuTMax v nporpammax o6paGoTku HH(OpMaLuy Ha HCI1x;

= 06na,uaeT BO3MOX>KHOCTSIMU BHECEHHUs OI.[IHGOK, HCI[CKJIapI/IpOBaHHHX B03MO)KHOCTCI‘/'I, Ipo-

TPAMMHBIX 3aKJIa/IOK, BPEIOHOCHbIX TIpOrpamMMm B MporpaMMHoe obecneyenue UCTITH na cramuu
¢ pa3paboTky, BHeApeHHs 1 CONPOBOKAEHUS;

- MOXET pacnosararse 1ro6bIMu dparmenramu MHGOPMALKMK O Tonosoruy UCTIOH v texuuye-
CKHX CpencTBax 06pabOTKH M 3aIuTsI ITI/Tn, oGpabarbiaembix B HCIIOn.




6 TpeGoBanus k TE€pCoHAaTy N0 00ecneYeHnIo 3amuThI IITa

Bee corpymauku Yupexnenus, sBismommecs Honb3osarenavmu UCIIH, nomxusl werko
“SaTP U CTPOTO BBINOJNHSATH YCTAHOBJICHHEIE NpaBuiIa U 00S3aHHOCTH 110 AOCTYIly K 3aliMInae-
ME=M 00BEKTaM M COOITIONEHHUIO TIPHHATOrO pesxuma GesonmacHoctu IT]1H.

Ilpu Betynennu B nomxHOCTS HOBOrO COTPYIHHKA HENOCPEICTBEHHEIN HAYAIBHIK nozpas-
=<ICHHS, B KOTOPOE OH MOCTYIIAeT, 00s3aH OPTaHH30BAThL €r0 O3HAKOMJIEHHE C JOIKHOCTHOMN
SHCTPYKIMEH U HEOOXOIUMBIMHU AOKYMEHTAMH, PETTIaAMEHTHPYIOIMME TPeGOBAHMS o 3aImuTe

=, a takxke 00yY€eHHe HaBLIKAM BBITOJIHEHUS IPONENYpP, HEOOXOAMMBIX IS CaHKLIHOHUPO-
SSHHOro ucnonssosanust UCII Ty,

Cotpynuux nomken 6pits O3HAKOMJICH CO CBENCHHSMH HACTOSIIEH Honutuku, npuasTe
Spouenyp paboTsl ¢ aIeMeHTaMu UCIIIE u C3I1/1x.

. Cotpynauxu Vupexnenns, UCIONB3YIOMINE TEXHHYECKUE CPEICTBA ayTeHTHHKAIHH,
. “OMDKHBI 00€CIIEYNBATE COXPAHHOCTS HJCHTH(GHUKATOPOB (3MEKTPOHHEIX KIIFOYeii) U He momyc-
5215 HCJ[ k HEM, a Tak e BO3MOKHOCTE X YTCDH HIIM HCIOIB30BAHMS TPETHUMH JTHI[AME.
Hoas3oBarenu mecyT TICPCOHANBHYIO OTBETCTBEHHOCTH 32 COXPAHHOCTD HICHTUPUKATOPOB.

%  Corpymmnkn Yupexnenus nomkmsr CIICNIOBATh yCTAHOBJICHHBIM IIPOIEIypam MO IEePIKAHUSL

peEmMa GesomacHocTa I1)(u IpH BBIOOPE M HCIONB30BAHHH Naposiel (ec/Iu He HCIOMB3YIOTCS
TEXHHYECKHE CpPE/ICTBA AyTeHTU(DHKAINK).

Cotpynauxu YupexxneHus nomKxHED obecneunBars HaJUIeXKALIYI0 3aliUTy obopyznoBanus,
OCTaBageMoro Oe3 IPACMOTpPa, OCOOEHHO B Tex Cllydasx, KOrua B IIOMEINEHHE UMEIOT JOCTYII
SOCTOponHMe ymna. Bee mombzoBarenu HMOJDKHEI 3HATH TPeOOBAaHUA IO 6e3omacHoCTH IIIg u

| TPOLSIYDEI 3alIATEI o6opy;:xosaﬂnx, OCTaBJICHHOIO Oe3 IIPHCMOTpa, a TaK’K€ CBOM OOSI3aHHOCTH
20 00eCIeYeHHIO TaKoif 3alIUTEL

Cotpyannkam 3anpemaercs YCTaHaBIUBATE OCTOPOHHEE MPOTPaMMHOE obecreyenue, moj-
FEO0SATE JINYHEIC MOOHIIBHEIE YCTPOMCTBA B HOCHTEH HH(OPMAITHIL, a TaK Xe 3alHCHBATE Ha
[ SHX 3ammEIaemMyro HHGOpMAIHIO.

i Cotpymmnkam 3anpemaercs pasllamars 3amumaemMyo uH(opMamyLo, KOTOpas cTajga um
FSSCTHA IIpH paboTe ¢ MHGOPMAMOHHEIMA CHCTEMAMH YpexaeHus, TpeTbuM THIaM.

Ipu paGote ¢ I1]Tu B UCIIH cotpynuuku YupexaeHus o6g3aHEI 06ecneqnTs OTCYTCTBHE
SesMoxEHOCTH IIpocmoTpa I1]TH TpeTsumu JHIaMH ¢ MOHUTOPOB APM mim Tepmumaos.

Tlpu 3aBepmenun paboter ¢ UCIITu COTPYIHHKH 00s3aHBI 3aIUTUTE APM mm TEPMHUHAJIBI
SOMOMIBIO OJIOKUPOBKM KITFOUOM HITH SKBHBAJICHTHOIO CPEICTBA KOHTPOJLS, HalpuMep, J0CTy-
f10 TIapOITio, €CITH He HCIONB3YIOTCS G0Jiee CHIIBHELE CPeIICTBA 3alIMTEL

Cotpynauku Yupexnenus AOJDKHBI OBITH MPOHH(POPMHPOBAHEI 06 Yrpo3ax HapyIleHus pe-
Oesonacuoctu I1)Ta u OTBETCTBCHHOCTH 3a €T0 Hapymenwe. OHu JOJKHEBI OBITE 03HAKOM-
€ YTBEPXKACHHOH (opManbHOiL IIPOLENYypOH HAIOKEHHUS AUCHHUIUTMHAPHBIX B3BICKAHHI Ha

‘AHUKOB, KOTODPBIE HapPyIIHIH Homarnky wnpopmammonmoit Oe3omacHocTH U IPOLEAYPEI
HocTH [1]TH.

COTpynHUKY 06s3aHEI Ge3 TPOMENICHAS CO00ImaTh 060 BceX HAGIONAEMBIX HITH 0J03pH-

Ciy4asx pabotsr CIT/Ix, MOTYIIHX TOBJIEYb 3a COOOH Yrpo3sl 6e30MaCHOCTH II0H, a
O BBUIBIICHHBIX MMH COOBITHSIX, 3aTParuBaroNmx Gesonacrocts Iy, PYKOBOJICTBY IOA-
SHUS 1 JIALY, OTBEYAIOIIEMy 32 HeMeUICHHOe pearupoBanye Ha yrpo3sl 6€30macHOCTH




7 omxuocTabie 005I3aHHOCTH MOJIB30BaTe el UCIITa
JloIXHOCTHEIE 06513aHHOCTH nose3oBareneii UCIT/H onucansr B CICAYIOIUX NOKYMEHTAX
- UHcTpykuus anmunucTparopa UCIT g,
- Mucrpykuums aAMUHHCTpaTopa 6esonacHoctr UCII T,
- MHcTpykuus nons3osarens HCIIn.

OrtBercrBenHOCTH corpynurkos UCII[In Vupexnenus.

B cootBerctBHH cO ct. 24 OenepanbHoro 3axora Poccumiickoit Qenepanuu ot 27 urons 2006
r. Ne 152-®3 «O IICPCOHANBHBIX NaHHBIX) JIMIA, BHHOBHLIC B HapymeHuu TpeOOBaHMM TaHHOro
DenepabHOrO 3aK0Ha, HECYT TPaXIaHCKYIO, YTONOBHYIO, 8IMMHHUCTPATHBHYIO, TUCLHUILTHHAD-
HYIO M HHYIO IPELYCMOTPEHHYIO 3aKOHOMATENIbCTBOM Poccuiickoit ®enepanun oreercrrem-
HOCTb.

HlefictByrommee 3akoronarenscreo PO TIO3BOJIACT MPEXBSBIATE TPeGOBAHUS 10 obecIeye-
HHIO 0€301acHoi paGoTHI ¢ 3amumaenmoit uHpOpManyeit u IIPEAyCMaTPpHUBAET OTBETCTBEHHOCTE
32 HapyIICHHE YCTAHOBICHHBIX TIPABUIT Skcrutyataniu OBM u cuctewm, HETPaBOMEPHEIH JOCTYII
K HHQODPMAIWH, eCITH TH HeficTRis TIPUBEIIH K yHHYTOXKCHHUIO, GIIOKMPOBAHMIO, MoauduKanyu
HHQOPMAIUY WM HAPYIIEHHIO pabotsr OBM umu ceteif (cratbu 272,273 u 274 YK PO).

Anvunuctparop UCIIIH u aAMHHECTpaTop GesonacHoctd MUCTI (x HECYT OTBETCTBEHHOCThH
3a BCE ICHCTBHUS, COBEPINEHHEIE OT UMCHHU HX YHCTHBIX 3alMCEH WM CHCTEMHBIX YYETHBIX 3aIH-
CeH, ecl He JoKa3aH (axT HECaHKIIMOHUPOBAHHOIO UCTIONB30BAHHS YIETHBIX 3aIHCE].

I[Ipu Hapymenmsax COTPYNHUKAMHU YYPEKXIEHUS — MOJIB30BaTe el WCIT[I# npaBun, cessan-
HBIX ¢ OesomacHocTeio I1)TH, onn HECYT OTBETCTBEHHOCTb, YCTAHOBIEHHYO JNEUCTBYIOIUM 3a-
KOHOZaTenbCcTBOM Poccuiickoit Qenepanumn.

IIpuBenennrie BEmme TpeGoBamms HOPMaTHBHBEIX TOKYMEHTOB IO 3allUTe uHbOpManuH
TOJDKHBI OBITH OTpaskeHHI B [100KeHHsIX 0 TIONIPa3NeNCHUAX YUPEKICHHS, OCYIIECTBIAIONHK
06pabotky I1]u B UCITdH u 00mKHOCTHBIX HHCTPYKIUSX COTPYIHUKOB Y UPEIKICHHH.

Heob6xonumo srectr B IMomoxenus o HONpa3eNeHUAX YUpeskeHns, OCYHICCTBIISIOIINX 00-
pabotky ITTn 8 UCII/{# cBenenus of OTBCTCTBEHHOCTH UX PYKOBOIUTENEH U COTPYZIHHUKOB 3a
Pa3TIAMICHAE ¥ HECAHKIHOHHPOBAHHYIO MOUDHKALHIO (HCKaXKEeHHE, banscnduranmro) IITn, a
TAKIKe 332 HEIIPaBOMEPHOE BMEIIATEIHCTRO B TIPOLECCHI X aBTOMATH3HPOBAHHOM 06PaGOTKH.




8 Crnmcok ucmoJib30BaHHbIX HCTOYHHKOB

OCE0BHEIMH HOPMAaTUBHO-IIPABOBBIMU U METOIHYECKUMHU JAOKYMCEHTaMH, Ha KOTOPBIX 6a3u-
sacrosuee [lonoxenne aBIgrOTCS:

{ ©exepanebli 3akoH 0T 27.07.2006 r. Ne 152-®3 «O MepCOHANBHBIX TAHHBIXY (manee —

+0 NEpCOHANBHBIX NAHHBIX»), YCTAHABIMBAIONIMI OCHOBHBIE IIPHHIANGE U ycioBus obpa-

I1]T=, npasa, 06513aHHOCTH U OTBETCTBEHHOCTh YYACTHUKOB OTHOLICHHH, CBS3AHHBIX C 06-
i [1]1n.

= Hocranosnenue Ipasutenscrsa Poccutickoit denepanuu ot 1HO056ps 2012 1. Ne 1119 «O6

CHHH TPEOOBAaHUH K 3aIIUTE NEPCOHAIBHBIX TaHHEIX IIPH MX 00paboTKe B uH(popMmanu-

CHCTEMAaX IEPCOHATBHEIX JaHHBIX).

3 «Ilonoxenne 06 0COGCHHOCTIX 06PAGOTKH HEPCOHATBHBIX JaHHBIX, OCYILECTBIIIEMOi Oe3

OBaHHs CPEJICTB aBTOMATU3ALMIY, yTBep:KAeHHOe [locTanosnenuem [Ipasutenscrea PO

15.09.2008 r. Ne 687.

= «TpeboBanus K MaTepHATHHBIM HOCHTENSIM OHOMETPHYECKHX IEPCOHATBHBIX NAHHBIX H

FERHOIOTHSAM XDaHCHMS TaKUX NAaHHBIX BHE HH(QOPMAIMOHHBIX CHCTEM NEPCOHAIBHBIX JIaH-

==n0, yrBepxaeHHble Iloctanosnennem Ipasurensctea PO ot 06.07.2008 r. No 512.

5 HopmaTuBHO-MeTOMIYeCKHe TOKYMEHTHI DenepatbHOM CIyxKOb! Mo TEXHUYECKOMY H 3KC-
SeprsEOMy KoHTpOmO Poccmiickolt @enepanuu (nanee - ®CTIK Poccun) mo obecredenuio 6e3-
omacsocTH [1/18 npu ux o6pabotke B UCIIa:

6 PexoMennanmu mo o6ecnedenno 6e30MacHOCTH IEPCOHANBHBIX TAHHEIX npu ux o0paboTke
S EEOOPMAIHOHHEIX CHCTEMaX MEPCOHANBHEIX NaHHbIX, y1B. 3am. aupektopa ®CTOK Poccun
P 150208 r.

n 7 OcHOBHBIE MEPOTPHATHS [0 OPraHU3AIMH ¥ TEXHHIECKOMY OGECTIeYeHHI0 6e30IacHOCTH
| TSPCOHABHBIX NaHHBIX, 00pabaThiBaeMbIX B HHOOPMALMOHHBIX CHCTEMAaX NEPCOHAIBHBIX JaH-
- ==mx. y1B. 3am. nupektopa ®CTIK Poccru 15.02.08 1. (ZACID)

8 BazoBas Mozens yrpo3 Ge30macHOCTH IIEpPCOHANBHBIX JAHHBIX npH uX 06paboTke B MH-
SODMALMOHHBIX CHCTEMaX IEpPCOHANBHBIX NAHHBIX, YTB. 3aM. mupektopa @CTIK Poccun
1502.08 r.

9 Metozuka OnpesieNleHust aKTyanbHbIX YTPo3 6e30aCHOCTH IEPCOHATBHBIX JAHHBIX 1310): 8704

@0pabotke B MH(OPMAIMOHHEIX CHCTEMAax MEPCOHANBHBIX NAHHBIX, YIB. 3aM. AWpeKTopa
©CT3K Poccrn 15.02.08 .
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